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1. (Currently Amended) A general communication transmission method that enables a 
transmitted message to span synchronous and asynchronous protocols over a computer 
network during one transmission comprising: 

packaging a message for transmission in a data object, the message packages 
including information on the original message in the transmission; 

sending the packaged message to a designated recipient entity; 
receiving the message by a current recipient entity at a location; 
Tttrnntin p the event of receiving the, packaged message by a current recipient 
m o difying packag u d moooago i nfui mation by ci moi it recipient entit y in a message 
emission histo ry grated for the transmitted message lu iu d icato that curr ont 
recipient entity received the packaged mcaoage ; and 

determining whether current recipient entity is the designated recipient entity. 

2. (Currently Amended) The method as described in claim 1 wh uoi n aaid modifica t i on 
step further eempmes com prising befo r e said designated recipient determining step, the 
ste p of modifying the packaged m essage information to indicate that, the current recipient 
entity received th e packa ge message bv adding substantive information to said packaged 
message. 

3. (Original) The method as described in claim 1 wherein said message package is a data 
object with data fields containing the original message, signing certificate, signature 
bytes and signed attributes and wherein modification of the message package comprises 
creating a new data object that is added to the original data object, the new data object 
having additional information concerning the transmission. 

4. (Original) The method as described in claim 1 wherein each recipient entity uses a 
public key and private key pair to authenticate the packaged message origin and contents. 

5. (Original) The method as described in claim 4 further comprising verifying the 
packaged message by a recipient entity using the sending entities public key. 
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6. (Original) The method as described in claim 1 wherein said step of determining 
whether current recipient entity is the designated recipient entity comprises determining 
whether the packaged message received by said recipient entity has an existing message. 

7. (Currently Amended) A system for transmitting messages spanning synchronous and 
asynchronous protocols over a computer network comprising: 

a network transmission mechanism that enables transmissions across synchronous 

and asynchronous protocols; 

a data structure for containing the information message transmitted over the 
computer network, the data structure having multiple fields for containing various items 
related to the message being transmitted; asd 

a message transmission history P ie containing events of each of stop a transmitted 
message in route to the message des tination; and 

encryption key pairs to ensure authenticity and integrity of the message during 
transmission between sender and final receiver sites. 

8. (Original) The system as described in claim 7 wherein said data structure contains 
information comprising original message, signing certificate, signature bytes and signed 
attributes. 

9. (Original) The system as described in claim 7 further comprising additional data 
structures that can be linked and thereby added to the data structure of the original 
message at each receipt of the message during transmission, said additional data 
structures containing information about the message transmission. 
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10. (Currently Amended) A computer program product in a computer readable medium 
for use in transmitting messages that span synchronous and asynchronous protocols over 
a computer network during one transmission comprising: 

instructions for packaging a message for transmission in a data object, the 
message packages including information on the original message in the transmission; 

instructions for sending the packaged message to a designated recipient entity; 

instructions for receiving the message by a current recipient entity at a location; 

instructions for recording the e v^t nf receiving the packaged message by a 
current recipient m od ify i ng p ackaged m an ag e information by tmic nt recipient entit y jn_a 
™ ssage transmission history gener ^d for the transmitted message to indicate that 
current rocipiont ontity received tho packaged moooag e; and 

instructions for determining whether current recipient entity is the designated 

recipient entity. 

11. (Currently Amended) The computer program product as described in claim 10 
wherein paid modification step further comprises comprising before said designated 
reci pient determin in g instructions instructions for modifying the packaged message 
information to indicate that the current r eci pient entity received the package message by 
adding substantive information to said packaged message. 

12. (Original) The computer program product as described in claim 10 wherein said 
message package is a data object with data fields containing the original message, signing 
certificate, signature bytes and signed attributes and wherein said instructions for 
modifying the message package comprises creating a new data object that is added to the 
original data object, the new data object having additional information concerning the 
transmission. 

13. (Original) The computer program product as described in claim 10 further comprising 
instructions for using a public key and private key pair to authenticate the packaged 
message origin and contents. 
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14. (Original) The computer program product as described in claim 13 further comprising 
verifying the packaged message by a recipient entity using the sending entities public 
key. 

15. (Original) The computer program product as described in claim 10 wherein said 
instructions for determining whether current recipient entity is the designated recipient 
entity comprises instructions for determining whether the packaged message received by 
said recipient entity has an existing message. 

16. (Currently Amended) A computer correctable to a distributed computing 
environment and including a mechanism for transmitting messages spanning synchronous 
and asynchronous protocols over a computer network comprising: 

a processor; a native operating system; 

a network transmission mechanism that enables transmissions across synchronous 

and asynchronous protocols; 

a data structure for containing the information message transmitted over the 
computer network, the data structure having multiple fields for containing various items 
related to the message being transmitted; aad 

a means for penerating and storing a hi s tory of intermediate stops that occurred 
during the transmission of an informatio n package: and 

encryption key pairs to ensure authenticity and integrity of the message during 
transmission between sender and final receiver sites. 

17. (Original) The computer as described in claim 16 wherein said data structure contains 
information comprising original message, signing certificate, signature bytes and signed 
attributes. 
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18. (Original) The computer as described in claim 16 further comprising a means for 
linking additional data structures to the data structure of the original message at each 
receipt of the message during transmission, said additional data structures containing 
information about the message transmission at each receipt. 
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